DATA,SSPRIVGS,

Great Ideas. Always Flowing.

Dynamic Login 4.1

User Guide

Copyright © 2011 Data Springs Inc. All rights reserved.



http://www.datasprings.com/

Dynamic Login 4.1 User Guide

Table of contents:

1 INTRODUCTION 4
1.1 What 6s new..l.n..4..1 5
2 INSTALLATION PROCEDURE 6
3  ADDING DYNAMIC LOGIN MODULE TO A PAGE 10
4  MAKING YOUR DYNAMIC LOGIN MODULE/PAGE THE MAIN LOGIN PAGE OF THE SITE
12
5 DYNAMIC LOGIN MAIN MENU 14
5.1 Entering the product license and registering the module 15
5.2 Initial layout and suggested sequence of setting the Dynamic Login 17
6 USING THE CONTROL PANEL 18
7 MANAGING THE TEMPLATE 19
8 MANAGING ROLE RULES 22
8.1 Adding a new Rule Role 24
8.1.1 Managing existing links 25
8.2 Editing an existing role rule 26
9 MANAGING SECURITY ROLE GROUP RULES 27
9.1 Adding a New Role Group Rule 28
10 MANAGING USER NOTIFICATIONS 30
11 RESTRICTING BY IP/SQL VALIDATION 32
11.1 Restricting Login by IP access 33
11.1.1 Blocking an IP address 33
11.2 Restricting Login by SQL validation 34
12 MANAGING SINGLE SIGN ON 35
13 MANAGING MODULE CONFIGURATION 37
13.1 Managing the General Settings 38
13.2 Setting the Button Type 40
13.3 Forcing Profile Change/Password Update Pages 1
13.4 Managing the Login Template Stylesheet 42
13.5 Executing an SQL Query 43
13.6 Facebook Connect Integration 43
13.6.1 Managing General Facebook Connect Settings 44
13.6.1.1  Managing Facebook Wall Post Settings 47
136.1.2 Facebook Connect from wy.aul..lls.ers.0..Berspl@cti v
13.7 Setting up the Twitter Connect Integration 50
13.8 Setting up the Linked in Connect Integration 51
14 AUTO SIGN-IN FEATURE 52
14.1 Instructions for setting up Auto Sign in 52
15 DROPDOWN LOGIN INTEGRATION SKIN OBJECT 53
15.1 Instructions on implementing this feature 53
16 DELETING DYNAMIC LOGIN MODULE 54

List of figures:

Figure 1: Installation procedure (StEP 1/9) .....cii i 6
Figure 2: Installation procedure (StEP 2/9) .....coo i 6
Figure 3: Installation procedure (StEP 3/9) .....uii ittt 6
Figure 4: Installation procedure (STEP 4/9) .....coo i 7
Figure 5: Installation procedure (STEP 5/9) ....uuiiiiiiiiiiiiiiiiieiiieieeeeee ettt e e eeeeseeasesereaeaerererereraraae 7
Figure 6: Installation procedure (StEP 6/9) ........uuuiiiii it e e e e 8
Figure 7: Installation procedure (StEP 7/9) .......uueeiiiie ettt e e e e e e e e 8
Figure 8: Installation procedure (SteP 8/9) ........uuiiiiii it a e 8
Figure 9: Installation procedure (StEP 9/9) .......uiiiiiiii i a e 9
Figure 10: AddiNg @ MOAUIE 10 8 PAOE .. ..ottt ettt e e e e e s e anbee e e e e e e e e e annes 10
Figure 11: Dynamic Login module added to the Page ........c.eviiiiiiiiiiiiie e 11
Figure 12: Making the Dynamic Login the main site login page (Step 1/)....cccceevviieiiiiieeiniieeeee, 12
Figure 13: Making the Dynamic Login the main site login page (Step 2/)....ccccoevvveiiiii e, 12
Figure 14: Setting the page securityto "Ad mi ni st r at.o.r.s..0.0l. Y. 0. 13
Figure 15: Opening the Main MENU .......cooiiiiiiii ettt e e nbee e e e snees 14
Figure 16: Entering the product license and registering the module (step 1/2) ........coocciiiieiieinnnnns 15
Figure 17: Entering the product license and registering the module (step 2/2) .........ccccoeeiieinnnnns 16

Page:2/54



Dynamic Login 4.1 User Guide

Figure 18:
Figure 19:
Figure 20:
Figure 21:
Figure 22:
Figure 23:
Figure 24:
Figure 25:
Figure 26:
Figure 27:
Figure 28:
Figure 29:
Figure 30:
Figure 31:
Figure 32:
Figure 33:
Figure 34:
Figure 35:
Figure 36:
Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41:
Figure 42:
Figure 43:
Figure 44:
Figure 45:
Figure 46:
Figure 47:
Figure 48:
Figure 49:
Figure 50:
Figure 51:
Figure 52:
Figure 53:
Figure 54:
Figure 55:
Figure 56:
Figure 57:
Figure 58:
Figure 59:
Figure 60:
Figure 61:
Figure 62:
Figure 63:
Figure 64:
Figure 65:

INItial [aYOUL AN SEIUD «.uvvriiiie e it e e s s s r e e e e s e s e e e e e e s e s nanrreeeeeeeeeannnes 17
Using the control panel (STEP 1/2) .....uuuuieiiee et ee e e e 18
Using the control panel (STEP 2/2) ......uuuueiiee et e e 18
Managing the 10gin tEMPIALE .......ooociiiiiiie e e e 19
Verification [abel and teXthoX.........ooiiiiiiiii 20
Demonstration of the form Parameters..... ..o 21
Demonstration of the form parameters..... ..o 21
Demonstration of the Facebook Connect BULtON............ccovciviiiiiiiiiie e, 21
Choosing option "Security role rUIES" ..........ocuiiii i 22
Options available inside the edit role rules SCreen ... 22
Message displayed to the user after Signing iN .........ccoooviiiiieie e 23
Adding @ NeW SECUTLY ROIE .........uiiiiiiiee e e e e e e e e annes 24
Choosing option "Select an EXIisting URL" ..........ccvevriiiiiiiieeeee e sineee e 25
Managing eXiStiNG lINKS........ueeiiii i e e e e s e e e e e e 25
Editing @n eXISTING FOI.......uuiiiiiee e e e e e s e e e e e e s s rareeaeeeeas 26
Choosing the "Security Role Group RUIES" OPLION ......ccooviviiiiiiie e 27
Managing Role Group RUIES .........ccooiiiiiiiii e 27
AddiNG @ NEW GrOUP TUI ...ttt e e e e b e e e 28
Example of the TOlE grOUPS ....cooi i 29
Managing the user NOLIfICALIONS ..........cuuviiiiiiiie e 30
Managing the user NOLIfICALIONS ..........cuuviiiiiiiee e 30
User successfully added t0 the liSt ... 31
Restricting by IP/SQL ValidAtioN ............cvviiiiiiiiiiiiiiieieieieeeeeeeeeeeeseeeeeeeeeeeeeeeesesesesesesesenenanes 32
Restricting by IP and SQL validation ...............euuiiiiiiieiiiiiiieiiieiiveserevesevesesesesesesesesesesenennne 32
[ [ Tod T T =T T = (o [0 1= PP PPPRPPNS 33
Restricting Login by SQL Validation...............uueiiiiiiiiieieiiiiieieeeeeeeeeesesseessesssessessereseserenenan. 34
Managing SiNGIE SIGN OMN ......oveiiiiiiiiiiiieeeeeeeeeee ettt eeeeeeeseeasesaeesasesesssesesesssssesssnsnnennnes 35
Choosing option "Module Configuration™..............ccccoooiiiir e 37
Choosing option "Dynamic LOgin SettiNgS" .........ocuviiiiiiiieiiiiieee et 37
Managing the general SEHNGS ......cooo i 38
Setting the DULION TYPE .....ceiiiiiee et e e 40
Forcing Profile Change/Password Update Pages .........cccoocvveeiiiiieiiniiiee e 41
Managing the Login Template StyleSheet ... 42
EXeCUting @n SQL QUETY ....oeieiiieiiieieeeeeeeeeeeeeeeeeeeeeseseeeseseasessssssssssssssssesssssssssssssssesssnsnnnnnnes 43
Available Facebook Connect options ..., 43
Managing General Facebook CoNNECt SEHINGS.......uuvviviriiieriiiieieeeieeeeereeeveeeeerereeeeerarennne 44
Managing Facebook Wall POSt SENGS........cuvviiiiiiiiiieiiiieeieeeeeveeevevereeereeeeevereaereeeeeranenane 47
Facebook Connect as Seen by YOUr USErS (1/4) .....uuuuuieeeeiiiieiieeeeeieeeeeeesesesesssesesssnsenennnes 48
Facebook Connect as Seen by YOUr USEIS (2/4) ......uuveeeiieiieeeiieieieeieeeeeeiesesesesssesssnsnnennnes 48
Facebook Connect as Seen by YOUr USErs (3/4) ......cccvee i 49
Facebook Connect as Seen by YOUr USErs (4/4) ... 49
The way the wall post has DEEN SELUP .....c.eeevi i 49
Setting up the Twitter Connect INtEGration ............ccceiiiiii i 50
Setting up the Linked in ConNNECct INtEgration ...........ccoouiiiiiiieeieiiiiee e 51
EXAMPIE L.t 53
= 1141 0] L= PSP PPPRPPNS 53
Deleting Dynamic LOGIN (STEP 1/2) ...ovveveiieeiiiiiieieiieeeeeeeeeeeeeeeveeeeeeeeeeaseesassesesesssssesesnsesenenes 54
Deleting Dynamic LOGIN (STEP 2/2) ..evveveeiiiiiiieeieeeeeeeeeeeeeeeeeeeeeeaeeeeeaeasseasssssesssssssesssssesenenes 54

Page:3/54



Dynamic Login 4.1 User Guide

1

INTRODUCTION

The fDynamic Logind module allows administrators to customize their portal and offer additional
features and enhancements during the login process such as:

il

Add oO6Dynami c R oebirect tReuukee to different pages on your site based on
their roles in the portal

Setup default forwarding to default userst o a par t i c uhotjustthe aane
page
Add notifications to the administrator if a particular user signs in

Add message notifications to users/roles, once they sign in the message can be
displayed to the user/role

Several extended and optional features to enhance the overall portal login process

No changes to DNN Core, simple add module to a new page and change the login page
under 'Site Settings', 'Login Page'.

Complete layout control - Now you can setup a custom template for your login page. This
means that if you don't want to include the register link at all, or maybe the 'Remember Me'
or 'Send Password Reminder' links you could simply remove them from the template. Or
you could easily change the labels, or look of the fields. For example lets say you want put
both the username textbox and password textbox on the same row? Each different
implementation is different but the key here is that you have a full control of the login
template using login [Tokens] that are then replaced at run time with specialized controls

With new login tokens you can also choose to use Login Image Buttons instead of links
buttons for your login page

New feature to allow the user to be able to sign in with their email address

New feature to allow the user to be able to sign in with their UserID (the number,
separate from the username)

New feature to automatically bypass the role and user redirection rules and redirect
the user to the previous URL.

New Single Sign On (SSO) functionality. This new enhancement allows for other portals
within the DNN installation to be able to access the portal if the SSO feature is turned on
and the user enters the login credentials correctly for the 'Master Portal’

Page:4/54
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11 What

6s AFrw in

1 New Social Media Connect Integration

(o]

(o]

(o]

(o]

New Twitter Connect Integration i Now allow users to login via their Twitter
account. Optionally post a message to their Twitter account profile whenever they
sign in via the Twitter Connect integration feature!

New LinkedIn Connection Integration i Now allow users to login via their
LinkedIn Account. Optionally post a message to their LinkedIn account profile
whenever they sign in via the LinkedIn integration feature!

Updated Facebook Connect i New features that fix new requirements for
OAUTH 2.0 w/ Facebook

Updated Facebook Connect i New features to store the Facebook Authentication
Token within a session variable (and option to then use it/store it within a user
profile field)
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2 INSTALLATION PROCEDURE

I n order to install your ADynamic Login 4. 1& mod
host or administrator account. Once you have logged in, choose Extensions from the Host me n u 0 .

Modules Pages Tools

Host Features
{} Host Settings . Portals T File Manager
& vendors ip =6 1 Schedule

e SEarch Admin | Listz & SuperUser dccounts

. Daszhboard &Jﬁ What's Mew

—-_ Canfiguration Manager o HTML Editor Manzger

Figure 1: Installation procedure (step 1/9)

The following page will be displayed.

# Manage

Edit

& In=tall Extension Wizard U Create Mew Extension U Create Mew Module

Admin

B Help B online Help = Print
S WiEw Source ¥ settings {7 Delete

W/ Refresh

Figure 2: Installation procedure (step 2/9)

Click Install Extension Wizardt o continue installing Alnteract:i
page will be displayed.

] DotMetMuke can be extended in many ways. This wizard helps you upload

Use the Browse button to browse your local file system to find the extension pacl
click Mext to continue.

I Browse. .

Bl our site is configured with 2 maximum file upload size of 2047 ME.

Next Cancel

Figure 3: Installation procedure (step 3/9)
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Click Choose File to locate the installation file on your PC.

(@ File Upload =)

@\:Jv| L » DLy ~ [ 43 search 0L |
=~ 0 @

Date modified Type

Organize « Mew folder

i Favorites Name

B Desktop |§ DataSprings_DynamicLogin_V41_Standar...  9/2/2011 10:17 PM WinRAR ZIP ar

4. Downloads

m

. Dropbox

=l Recent Places

- Libraries
@ Documents

J‘ Music

[=] Pictures
B videos
r

- 4| m

File name: DataSprings_DynamicLogin_V41_Star « [AIIFiIes vl

I Open |v| [ Cancel ]

k.

Figure 4: Installation procedure (step 4/9)

Locate the installation file and click Open. The following page will be displayed.

El DotNetMNuke can be extended in many ways. This wizard helps you uplo

Use the Browse button to browse your local file system to find the extension p

click Mext to continue.

IC:‘l,Users‘Lgaza'llDesktup‘l,DL\DataSprings_Dynamian Browse._

Bl our site is configured with a maximum file upload size of 2047 ME.

Figure 5: Installation procedure (step 5/9)

Click Nextand the fAPackage I nformationdo wil!/l be displ
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Package Information

B The following information was found in the package manifest.

Mame: [] Dynamic Login
Type: ]  Module
Friendly Name: ] Dynamic Login
Icon File: ]
Description: [  Tracks user activity and emails
Version: [ 4.0.20
Owner: ] Data Springs, Inc
Organization: ] Data Springs, Inc
Url: ]  www.datasprings.com
Email Address: [J dnnsupporti@datasprings.com

-

Figure 6: Installation procedure (step 6/9)

Click ANexto and the fiRelease Noteso page will be

Release Notes

] You can review the Release Notes for this package.

Release Motes: [1] The 4.0 release inc

Figure 7: Installation procedure (step 7/9)

Click ANextodo and the AReview Licensed page will

Accept License? [ [ I

MNext Cancel

Figure 8: Installation procedure (step 8/9)
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Select the fAAccept Licensed to i ndiNexa Theindtahaion y o u
will begin and after a couple of moments you will see the confirmation message in the bottom of the

page.
Info Installation committed
Info Installafion successful. - Dynamic Login

Info Deleted temporary install folder

IEndJDh Installation successful. I

Figure 9: Installation procedure (step 9/9)

Note: please keep track of any errors that appear during the installation. These errors can be
helpful if your module has problems.
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3 ADDING DYNAMIC LOGIN MODULE TO A PAGE

In order to add fAlnteractive User I mporto modul e
1. Select Add New Module
2. Choose Interactive User Import from the Module pull down menu
3. Click Add Module

Admin Host Modules Pages Tools

Add Module

Qwr Sernvice

Getting Started

@ Add New Module| ) Add Existing Module
Find More Extensions

Module Selection

)
( Dc Category  All Categories -

Module |[}vnami:: Login| i
¥ ARE HERE: Title [ Dynamic Loy
Visibility:  Same As Page -
ENTER TIT| wWodule Location —
Hover here, then 4 Pane  ContentPane -
Insert  Bottom -
Module -

Add Module

Figure 10: Adding a module to a page

T h éDyndmic Logind modul e wi | | be added to the page.
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qm’_DGIN ]

< This product is not currently licensed. Please license

3

Welcome to the Data Springs Dynamic Login module, you have just taken your first step in setting up yc
wiww. datasprings.com for full installation and implementation instructions. To get started, we suggest the
template.

Setup Initial Settings

Setup Template

Setup Role Redirection Rules (optional)

Setup User Specific Redirection Rules (optional)

Figure 11: Dynamic Login module added to the page
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4 MAKING YOUR DYNAMIC LOGIN MODULE/PAGE THE MAIN

LOGIN PAGE OF THE SITE

IMPORTANT NOTE:

Before making Dynamic Login your primary login page, test it first to make sure that it is working
properly.

If you cannot sign into Dynamic Login and have not configured the module properly, then when you
setup your login page to be the Dynamic Login page you will have locked yourself out of the site.

If this does happen please contact support for assistance in updating your portals table to reflect a
null value for the login page.

In oder to make your Dynamic Login module/page the main login page of your site, you first need
to choose the login page. In order to do so, click Admin and choose Site Settings.

Admin Host Modules Pages Tools _m

Admin Features

I: Site Settings | Pages a- Extenszions
t Languages @ Skins {;_, Security Roles
Q User Accounts ; Vendors Iy Site Log
MNewsletters I 1 File Manager ‘ﬁ Recycle Bin
[ Event Viewer ¢ Site Wizard (i Google Analytics
‘ Taxonomy & Search Engine Site Map

Figure 12: Making the Dynamic Login the main site login page (step 1/)

Within the Settings page, look under Advanced Settings -> Page Management and you will see
the Login Page parameter.

Basic Settings Advanced Settings Stylesheet Editor

Page Management

Splash Page: [ | <None Specified=
Home Page: Ll | Getting Started
Login Page: [ | Dynamic Login 4.1

Registration Page: [ | <None Specified>

EIQEIR EI REIREN

User Profile Page: [ | User Profile
Figure 13: Making the Dynamic Login the main site login page (step 2/)

Choose the login page from the Login Page pull down menu.
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Note: There is a feature that must be implemented starting in DNN 5.x. DNN included some code
to force the standard account | ogin module on th
setup and working correctly you can never sign in.

So, in order for us to get around this DNN left a door open for modules such as Dynamic Login.
Simply include an Account Login module on the page where the Dynamic Login module is
specifiedand check the secur.ity to be 6Admin Onlybd

So, first choose the Settings option from the main menu. Within the Settings page, select
Administrators only.

= Basic Settings

' Module Culture: [ Ineutral cutture
' Module: Account Lagin

' Module Title: Account Login

¥ Tags:

% Permissions:
Filter By Group: < Global Roles> -

Wiew Module Edit Module

Administrators

All Users O O
Candee’s Test Users [l [l
Diata Springs Blog Poster [ O
Figure14: Setting the page security to "Administrators onl

This way DNN can still recognize the Dynamic Login page as the main login page.
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5 DyYNAMIC LOGIN MAIN MENU

In order to start using the main menu, place your mouse over the fDynamic Logino label and the
Manage option will appear. Click Manage to open the menu.

¢ Manage F—DGIN

Edit

# Control Panel # Dynamic Login User Guide

# Dynamic Login License

Admin

7| Help ™, View Source & Setlings

[ Delete {3) Refresh

Move

@T-:u SocialMediaPane @T-:u LeftPane @T-:u RightPane

&3 To BottomPane &2 To Footer_LeftPane {3 To Footer_RightPane

@ To Footer_BottomPane

Figure 15: Opening the main menu

The following options are available inside this screen:

f

f
f
f
f
f

Control Panel i the control panel with all major application options (see section 6)
Dynamic Login User Guide i this guide

Dynamic Login License i the option for registering the module (see section 5.1)
Settings 1 option for managing settings (see section 13)

Delete 7 option for deleting a module (see section 14)

Initial application layout i see section 5.1
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5.1 Entering the product license and registering the module

In order to register the modul e, y
option fiDynamic |l ogin Licenseodo from

¢ Manage F—DGIN

eed tDOoen

dbnmva
the main ment

Edit

#| Control Panel # Dynamic Login User Guide

¥ Dynamic Login License |

Admin

7| Help ™, View Source £ Settings

i Delete 3) Refresh

Move

@T-:u SocialMediaPane QT-:: LefiFane @T-:u RightPane

Q To BottomPane Q To Footer_LeftPane Q To Footer_RightPane

&> To Footer_BottomPane

Figure 16: Entering the product license and registering the module (step 1/2)

The following page will be displayed.
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YO ARE HERE:

Maodule Training

Dynamic Login 4.1 User Guide

Dynamic Forms Training Dynamic Login 4.1

DATA SPRINGS PRODUCT LICENSING

DNM Version:
Product:
Product Variant:
Product Version:
Machine Key:
Host Title:

Fortals:
IP Address:

Contact / Developer Mame:

Contact / Developer Email:

Customer Name:

Invoice 10

6.0.0

Dynamic Login

Standard Edition

4.0.20.18587
ESEBFFG2-30EA-46B0-950A-CFD11D52FDOB
DotNetMuke

My Website (training.betasprings.com)
£9.216.213.151

Chad Nash

cnash@datasprings.com

John Smith

[V: BY CHECKING THE BOX INDICATING | AGREE TO THE

| Reqister / Submit License | Exit

Figure 17: Entering the product license and registering the module (step 2/2)

Enter the license (received in an email after purchasing the product) u nd e r i @ b nahd@lick
ARegi st elicknSad Bhamodule will be registered.
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5.2

Initial layout and suggested sequence of setting the Dynamic Login

Initially the Dynamic Login interface contains additional options which are actually shortcuts to the
options from the menu.

The purpose of placing these options/shortcuts here is to suggest the optimal sequence of actions
you need to perform in order to setup your Dynamic Login application successfully.

quer-DGIN 1

&'
Welcome to the Data Springs Dynamic Login module, you have just taken your first steg

www. datasprings.com for full installation and implementation instructions. To get started
template.

Setup Initial Settings

Setup Template

Setup Role Redirection Rules (optional)

Setup User Specific Redirection Rules (optional)

&
K

Figure 18: Initial layout and setup

The following options are available:

f
f
f
f

Setup Initial Settings i see section 5.1
Setup Template i see section 7
Setup Role Redirection Rules i see section 8

Setup User Specific Redirection Rules i see section 6

Once you complete the task successfully, this icon E will be displayed next to the option denoting
the successful completion.
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6 USING THE CONTROL PANEL

In order to start using the control panel, choose that option from the main menu.

¢ Manage F—DGIN
Edit

# Control Panel # Dynamic Login User Guide

# Dynamic Login License

Admin

7| Help ™, View Source & Setlings

[ Delete {3) Refresh

Move

&> To SocialMediaPane &> To LeftPane &2 To RightPane

&3 To BottomPane &2 To Footer_LeftPane {3 To Footer_RightPane

@ To Footer_BottomPane

Figure 19: Using the control panel (step 1/2)

The following page will be displayed.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL
r’?/‘ a}
=7 ot
Manage Template Module Configuration Security Role Rules Security Role Group Rules
& E | . -
User Notifications Restrict by IP / SQL Validation Single Sign On Exit

Figure 20: Using the control panel (step 2/2)

The following options and parameters are available:
1 Manage Template i see section 7

Module Configuration 7 see section13

Security Role Rules i see section 8

Security Role Group Rules i see section 9

User Notifications 1 see section 10

Restrict by IP/SQL Validation i see section 11

=A =4 =4 =4 A -4

Single Sign On 1 see section 10

Page: 18 /54



Dynamic Login 4.1 User Guide

7 MANAGING THE TEMPLATE

The fADynamic Logind module allows you to customi
modifying the template,access the control panelem@afr@enu) andiid Pan
first page, displayed by default, is the page for managing the template.

You can access the page at any time while in co
option.

AR 902 @ 8 linkto Portal Page.. - || 2 (- T & |
U ghe = = = := 4 YA = |ParagraphStyle ~| | Apply CSS Clas:= | of -

[DNN_LABEL_USERNAME]

[DNN_TEXT_USERNAME]
[DNN_LABEL_PASSWORD]

[DNN TEXT PASSWORD]
[DNN_LABEL_VERIFICATION]
[DNN_TEXT_VERIFICATION]

[DNN_CHECKBOX_REMEBER_ME]
[DNN_LOGIN BUTTON] [DNN_REGISTER_BUTTON]
[DNN_SEND_PASSWORD_BUTTON]

DNN LOGIN LABEL]
DNN_MESSAGE_LABEL]

_/' Design | €3 HTML % Preview Words: 12 Characters: 458
Figure 21: Managing the login template

The following parameters and options are available inside this screen:
1 Basic Text Box i use this option only if you wish to have a very simple form
1 Rich Text Editor i select if you want to use text formatting options

I Text area i this area is used for creating the template by using options inside the rich
editor as well as the form parameters:

o [DNN_LABEL_USERNAME] i use this parameter to determine the location of the
AUs er nameeeFigurel?d) |

o [DNN_TEXT_USERNAME] i use this parameter to determine the location of the
user name input field (see Figure 23)

o [DNN_LABEL_PASSWORD] i use this parameter to determine the location of the
iPass wor d(eee Figure 23)

0 [DNN_TEXT_PASSWORD] i use this parameter to determine the location of the
password input field (see Figure 23)

0 [DNN_LABEL_VERIFICATION] i use this parameter to determine the location of
the verification label. This label is displayed in case your registration is set to

OVerifiedd and t he nate eto turn serificaton onvwethini f i e c
DotNetNuke® go to Admin, Site Settings, Advanced Settings, and under Security
Settings check the Verified radio button). The verification email will typically include
Page: 19/54
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a verification code and/or a verification link to the login page which will pass along
information to display the verification prompt.

= Advanced Settings

In this section, you can set up more advanced settings for yvour site.

= Security Settings

¥ User Registration: ) None O Private O Public

This screenshot below demonstrates the label and textbox for verification when a user has not
been verified and is attempting to sign in (or navigates to the verification link).

Dynamic Login

Nate: the sscured system is for

authorized personal only,

Do you want to customize yvour login page?

User Name: Dwnamic Login can give you full control over the look of
|TEEtL.|EE.-r | wvour login module, by allowing you to plug in Dyvnamic
Login Tokens directhy within a rich text editor interface.
Password:
|"""'| | ® Want to use image buttons for the login module?
Verification Code: m Want to allow users to sign in with just their email
address?
» Want to optionally hide properties on the login
page such as remember me, register link, or send
[l remember Login pazsword link?
E e H m Want to make the username and password fields

on the =ame row?

SEND PASSWORD

Figure 22: Verification label and textbox

(o]

[DNN_TEXT_VERIFICATION] i the parameter for displaying the verification in put
field input (see figure above)

[DNN_CHECKBOX_REMEMBER_ME] i use this parameter to determine the
location of the i Re me mber me 0 whithewillkhielp your users login
without the need for entering username and password each time (see Figure 24)

[DNN_LOGIN_BUTTON] - use this parameter to determine the location of the
ALogi no (deaRigure24)

[DNN_REGISTER_BUTTON] - use this parameter to determine the location of the
iRegi st er(éee bigute 249 n

[DNN_SEND_PASSWORD_BUTTON] - use this parameter to determine the
location ofthe A Send pas s wo (sdeFiglse2t)t o n

[DNN_FACEBOOK] i use this token to display the Facebook Connect button (see
Figure 25)
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J “ou are here:Home = Login

[DNN_LABEL_USERNAME]

LY

Mote: Fod map now fogin using
pour email address or pour
UsErnarne,

TDNINL TEXT | ISFRNAMF1

User Mame: A vet a member? Data Sorings offers members

t [DNN_LABEL_PASSWORD] s, demonstrations,
I /g"n resource sharing access WIthin the site,
Password: /

[DNN_TEXT_PASSWORD] ere to Register.

Want to customize your login module with a customn look
[ Remember Login and feel? Check our the latest version of Dynarmic Login,

REGISTER ||

SEND PASSWORD

Figure 23: Demonstration of the form parameters

J You are herecHome  »  Login

fiote: you may now fogin using [DNN_CHECKBOX_REMEMBER_ME
pour emali address o pour
UsErname.

W

[DNN_LOGIN_BUTTON]
iffers members

premium site access to prl:u:luctfl:urums dermonstrations,
I ard cororinn chovinn snmnc s bkl the site,
Password: [DNN REGISTER BUTTONI

Reqgistration is free and easy! Click here to Reqgister,

User Name:

Want to customize your login module with 8 customn look
Repfember Lagip and feel? Check our the latest version of Dynaric Login,
[DNN_SEND_PASSWORD_BUTTON]

LOGIM :

F-EL-:
SEND PASSWOR

Figure 24: Demonstration of the form parameters

ﬁ " Username
3&& 2

Py |J)

OGIN
o

Qr... nowy make it easy with Facebook

[DNN_FACEBOOK]

Integration

Figure 25: Demonstration of the Facebook Connect button
After settingthedesi red parameters, c¢click on the "Saveo |
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8 MANAGING ROLE RULES

In order to start managing login rules based on user role in the system c hoos e 8qourityon 0
Rol e Rulesd from the main menu.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL

£ , -4 =

Manage Template Module Configuration Security Role Rules Security Role Group Rules

« ® B d

User Notifications Restrict by 1P / SQL Validation Single Sign On Exit

Figure 26: Choosing option "Security role rules"

The following screen will be displayed.

Figure 27: Options available inside the edit role rules screen

The following information and options are available inside this screen:
1 Role Name'i field displaying the name of the existing role

1 URL T this is the page that the user will be directed to after they login, you might want
users with a role of administrator to be sent to a different page then users who are
assigned a different role in the system
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