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1

INTRODUCTION

The “Dynamic Login” module allows administrators to customize their portal and offer additional
features and enhancements during the login process such as:

Add ‘Dynamic Role Rules’ to redirect the user to different pages on your site based on
their roles in the portal

Setup default forwarding to default users to a particular page that’'s not just the home
page
Add notifications to the administrator if a particular user signs in

Add message notifications to users/roles, once they sign in the message can be
displayed to the user/role

Several extended and optional features to enhance the overall portal login process

No changes to DNN Core, simple add module to a new page and change the login page
under 'Site Settings', 'Login Page'.

Complete layout control - Now you can setup a custom template for your login page. This
means that if you don't want to include the register link at all, or maybe the 'Remember Me'
or 'Send Password Reminder' links you could simply remove them from the template. Or
you could easily change the labels, or look of the fields. For example lets say you want put
both the username textbox and password textbox on the same row? Each different
implementation is different but the key here is that you have a full control of the login
template using login [Tokens] that are then replaced at run time with specialized controls

With new login tokens you can also choose to use Login Image Buttons instead of links
buttons for your login page

New feature to allow the user to be able to sign in with their email address

New feature to allow the user to be able to sign in with their UserID (the number,
separate from the username)

New feature to automatically bypass the role and user redirection rules and redirect
the user to the previous URL.

New Single Sign On (SSO) functionality. This new enhancement allows for other portals
within the DNN installation to be able to access the portal if the SSO feature is turned on
and the user enters the login credentials correctly for the 'Master Portal’
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1.1 What’s newin 4.1

e New Social Media Connect Integration

o New Twitter Connect Integration — Now allow users to login via their Twitter
account. Optionally post a message to their Twitter account profile whenever they
sign in via the Twitter Connect integration feature!

o New LinkedIn Connection Integration — Now allow users to login via their
LinkedIn Account. Optionally post a message to their LinkedIn account profile
whenever they sign in via the LinkedIn integration feature!

o Updated Facebook Connect — New features that fix new requirements for
OAUTH 2.0 w/ Facebook

o Updated Facebook Connect — New features to store the Facebook Authentication
Token within a session variable (and option to then use it/store it within a user
profile field)
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2 INSTALLATION PROCEDURE

In order to install your “Dynamic Login 4.1” module, login with an account to your DNN site as a
host or administrator account. Once you have logged in, choose Extensions from the Host menu”.

Modules Pages Tools

Host Features
{} Host Settings . Portals T File Manager
& vendors ip =6 1 Schedule

e SEarch Admin | Listz & SuperUser dccounts

. Daszhboard &Jﬁ What's Mew

—-_ Canfiguration Manager o HTML Editor Manzger

Figure 1: Installation procedure (step 1/9)

The following page will be displayed.

# Manage

Edit

& In=tall Extension Wizard U Create Mew Extension U Create Mew Module

Admin

B Help B online Help = Print
S WiEw Source ¥ settings {7 Delete

W/ Refresh

Figure 2: Installation procedure (step 2/9)

Click Install Extension Wizard to continue installing “Interactive User Import” and the following
page will be displayed.

] DotMetMuke can be extended in many ways. This wizard helps you upload

Use the Browse button to browse your local file system to find the extension pacl
click Mext to continue.

I Browse. .

Bl our site is configured with 2 maximum file upload size of 2047 ME.

Next Cancel

Figure 3: Installation procedure (step 3/9)
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Click Choose File to locate the installation file on your PC.

(& File Upload

. |

@Uv| v DL » = [ 44 |[ Search DL

o

=~ [

Date modified Type

Organize « Mew folder

i Favorites Name

@

B Desktop |§ DataSprings_DynamicLogin_V41_Standar...  9/2/2011 10:17 PM WinRAR ZIP ar

4. Downloads

m

. Dropbox

=l Recent Places

- Libraries
@ Documents
J‘ Music
[=] Pictures

B videos

- 4| m

File name: DataSprings_DynamicLogin_V41_Star « [AIIFiIes

)

I Open |v| [ Cancel ]

k.

Figure 4: Installation procedure (step 4/9)

Locate the installation file and click Open. The following page will be displayed.

El DotNetMNuke can be extended in many ways. This wizard helps you uplo

Use the Browse button to browse your local file system to find the extension p

click Mext to continue.

IC:‘l,Users‘Lgaza'llDesktup‘l,DL\DataSprings_Dynamian Browse._

Bl our site is configured with a maximum file upload size of 2047 ME.

Figure 5: Installation procedure (step 5/9)

Click Next and the “Package Information” will be displayed.
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Package Information

B The following information was found in the package manifest.

Mame: [] Dynamic Login
Type: ]  Module
Friendly Name: ] Dynamic Login
Icon File: ]
Description: [  Tracks user activity and emails
Version: [ 4.0.20
Owner: ] Data Springs, Inc
Organization: ] Data Springs, Inc
Url: ]  www.datasprings.com
Email Address: [J dnnsupporti@datasprings.com

-

Figure 6: Installation procedure (step 6/9)

Click “Next” and the “Release Notes” page will be displayed.

Release Notes

] You can review the Release Notes for this package.

Release Motes: [1] The 4.0 release inc

Figure 7: Installation procedure (step 7/9)

Click “Next” and the “Review License” page will be displayed.

Accept License? [ [ I

MNext Cancel

Figure 8: Installation procedure (step 8/9)
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Select the “Accept License” to indicate that you accept the license and click Next. The installation
will begin and after a couple of moments you will see the confirmation message in the bottom of the

page.
Info Installation committed
Info Installafion successful. - Dynamic Login

Info Deleted temporary install folder

IEndJDh Installation successful. I

Figure 9: Installation procedure (step 9/9)

Note: please keep track of any errors that appear during the installation. These errors can be
helpful if your module has problems.
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3 ADDING DYNAMIC LOGIN MODULE TO A PAGE

In order to add “Interactive User Import” module to a desired page follow these steps:
1. Select Add New Module
2. Choose Interactive User Import from the Module pull down menu
3. Click Add Module

Admin Host Modules Pages Tools

Add Module

Qwr Sernvice

Getting Started

@ Add New Module| ) Add Existing Module
Find More Extensions

Module Selection

)
( Dc Category  All Categories -

Module |[}vnami:: Login| i
¥ ARE HERE: Title [ Dynamic Loy
Visibility:  Same As Page -
ENTER TIT| wWodule Location —
Hover here, then 4 Pane  ContentPane -
Insert  Bottom -
Module -

Add Module

Figure 10: Adding a module to a page

The “Dynamic Login” module will be added to the page.
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qm’_DGIN ]

< This product is not currently licensed. Please license

3

Welcome to the Data Springs Dynamic Login module, you have just taken your first step in setting up yc
wiww. datasprings.com for full installation and implementation instructions. To get started, we suggest the
template.

Setup Initial Settings

Setup Template

Setup Role Redirection Rules (optional)

Setup User Specific Redirection Rules (optional)

Figure 11: Dynamic Login module added to the page
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4 MAKING YOUR DYNAMIC LOGIN MODULE/PAGE THE MAIN

LOGIN PAGE OF THE SITE

IMPORTANT NOTE:

Before making Dynamic Login your primary login page, test it first to make sure that it is working
properly.

If you cannot sign into Dynamic Login and have not configured the module properly, then when you
setup your login page to be the Dynamic Login page you will have locked yourself out of the site.

If this does happen please contact support for assistance in updating your portals table to reflect a
null value for the login page.

In oder to make your Dynamic Login module/page the main login page of your site, you first need
to choose the login page. In order to do so, click Admin and choose Site Settings.

Admin Host Modules Pages Tools _m

Admin Features

I: Site Settings | Pages a- Extenszions
t Languages @ Skins {;_, Security Roles
Q User Accounts ; Vendors Iy Site Log
MNewsletters I 1 File Manager ‘ﬁ Recycle Bin
[ Event Viewer ¢ Site Wizard (i Google Analytics
‘ Taxonomy & Search Engine Site Map

Figure 12: Making the Dynamic Login the main site login page (step 1/)

Within the Settings page, look under Advanced Settings -> Page Management and you will see
the Login Page parameter.

Basic Settings Advanced Settings Stylesheet Editor

Page Management

Splash Page: [ | <None Specified=
Home Page: Ll | Getting Started
Login Page: [ | Dynamic Login 4.1

Registration Page: [ | <None Specified>

EIQEIR EI REIREN

User Profile Page: [ | User Profile
Figure 13: Making the Dynamic Login the main site login page (step 2/)

Choose the login page from the Login Page pull down menu.
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Note: There is a feature that must be implemented starting in DNN 5.x. DNN included some code
to force the standard account login module on the page and they did this because if your login isn’t
setup and working correctly you can never sign in.

So, in order for us to get around this DNN left a door open for modules such as Dynamic Login.
Simply include an Account Login module on the page where the Dynamic Login module is
specified and check the security to be ‘Admin Only’.

So, first choose the Settings option from the main menu. Within the Settings page, select
Administrators only.

= Basic Settings

' Module Culture: [ Ineutral cutture
' Module: Account Lagin

' Module Title: Account Login

¥ Tags:

% Permissions:
Filter By Group: < Global Roles> -

Wiew Module Edit Module
Administrators J J

All Users O O
Candee's Test Users O O
Diata Springs Blog Poster [ O

Figure 14: Setting the page security to "Administrators only”

This way DNN can still recognize the Dynamic Login page as the main login page.

Page: 13 /54



Dynamic Login 4.1 User Guide

5 DyYNAMIC LOGIN MAIN MENU

In order to start using the main menu, place your mouse over the “Dynamic Login” label and the
Manage option will appear. Click Manage to open the menu.

¢ Manage F—DGIN

Edit

# Control Panel # Dynamic Login User Guide

# Dynamic Login License

Admin

7| Help ™, View Source & Setlings

[ Delete {3) Refresh

Move

@T-:u SocialMediaPane @T-:u LeftPane @T-:u RightPane

&3 To BottomPane &2 To Footer_LeftPane {3 To Footer_RightPane

@ To Footer_BottomPane

Figure 15: Opening the main menu

The following options are available inside this screen:

Control Panel — the control panel with all major application options (see section 6)
Dynamic Login User Guide — this guide

Dynamic Login License — the option for registering the module (see section 5.1)
Settings — option for managing settings (see section 13)

Delete — option for deleting a module (see section 14)

Initial application layout — see section 5.1
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5.1 Entering the product license and registering the module

In order to register the module, you need to enter the module license, i.e. “Invoice ID”. Choose
option “Dynamic login License” from the main menu.

¢ Manage F—DGIN

Edit

#| Control Panel # Dynamic Login User Guide

¥ Dynamic Login License |

Admin

7| Help ™, View Source £ Settings

i Delete 3) Refresh

Move

@T-:u SocialMediaPane QT-:: LefiFane @T-:u RightPane

Q To BottomPane Q To Footer_LeftPane Q To Footer_RightPane

&> To Footer_BottomPane

Figure 16: Entering the product license and registering the module (step 1/2)

The following page will be displayed.
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¥ ARE HERE: Maodule Training Dynamic Forms Training Dynamic Login 4.1

DATA SPRINGS PRODUCT LICENSING

DMM Version: 6.0.0

Product: Dynamic Login

Product Variant: Standard Edition

Product Version: 4.0.20.13587

Machine Key: ESEBFFG&3-39EA-46B0-950A-CFD11D58FDOB
Host Title: DotMetMuke

Portals: My Website (training.betasprings.com)
IP Address: 89.216.213.151

Contact / Developer Name: Chad MNash

Contact / Developer Email: cnash@datasprings.com
Customer Name: John Smith

[V: BY CHECKING THE BOX INDICATING | AGREE TO THE

| Reqister / Submit License | Exit

Figure 17: Entering the product license and registering the module (step 2/2)

Enter the license (received in an email after purchasing the product) under “Invoice ID” and click
“Register/Submit License”. The module will be registered.
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5.2 Initial layout and suggested sequence of setting the Dynamic Login

Initially the Dynamic Login interface contains additional options which are actually shortcuts to the
options from the menu.

The purpose of placing these options/shortcuts here is to suggest the optimal sequence of actions
you need to perform in order to setup your Dynamic Login application successfully.

quer-DGIN 1

&'
Welcome to the Data Springs Dynamic Login module, you have just taken your first steg

www. datasprings.com for full installation and implementation instructions. To get started
template.

Setup Initial Settings

Setup Template

o

Setup Role Redirection Rules (optional)

K

Setup User Specific Redirection Rules (optional)

Figure 18: Initial layout and setup

The following options are available:
e Setup Initial Settings — see section 5.1
e Setup Template — see section 7
e Setup Role Redirection Rules — see section 8

e Setup User Specific Redirection Rules — see section 6

Once you complete the task successfully, this icon E will be displayed next to the option denoting
the successful completion.
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In order to start using the control panel, choose that option from the main menu.

¢ Manage F—DGIN
Edit

# Control Panel # Dynamic Login User Guide

# Dynamic Login License

Admin

7| Help ™, View Source & Setlings

[ Delete {3) Refresh

Move

&> To SocialMediaPane &> To LeftPane &2 To RightPane

&3 To BottomPane &2 To Footer_LeftPane {3 To Footer_RightPane

@ To Footer_BottomPane

Figure 19: Using the control panel (step 1/2)

The following page will be displayed.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL
r’?/‘ a}
=7 ot
Manage Template Module Configuration Security Role Rules Security Role Group Rules
& E | . -
User Notifications Restrict by IP / SQL Validation Single Sign On Exit

Figure 20: Using the control panel (step 2/2)
The following options and parameters are available:
e Manage Template — see section 7
e Module Configuration — see section13
e Security Role Rules — see section 8
e Security Role Group Rules — see section 9
e User Notifications — see section 10
e Restrict by IP/SQL Validation — see section 11

e Single Sign On — see section 10
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7 MANAGING THE TEMPLATE

The “Dynamic Login” module allows you to customize the layout of the login form. In order to start
modifying the template, access the control panel (“Control Panel” option in the main menu) and the
first page, displayed by default, is the page for managing the template.

You can access the page at any time while in control panel, by clicking the “Manage Template”

option.
"‘:? A 9 v | & v @+ @ @ Linkto Portal Page... - | Q-0 % 9 |
‘ B J U g I = i= = ‘{}ﬁ YA = |Paragraph Style ~| | Apply CSS Clas:= | of -

DNN_MESSAGE_LABEL]

[DNN_LABEL_USERNAME]

[DNN_TEXT_USERNAME]
[DNN_LABEL_PASSWORD]

[DNN TEXT PASSWORD]
[DNN_LABEL_VERIFICATION]
[DNN_TEXT_VERIFICATION]

[DNN_CHECKBOX_REMEBER_ME]
[DNN_LOGIN BUTTON] [DNN_REGISTER_BUTTON]
[DNN_SEND_PASSWORD_BUTTON]

DNN LOGIN LABEL]

_/' Design | €3 HTML % Preview Words: 12 Characters: 458

Figure 21: Managing the login template

The following parameters and options are available inside this screen:

e Basic Text Box — use this option only if you wish to have a very simple form

e Rich Text Editor — select if you want to use text formatting options

e Text area — this area is used for creating the template by using options inside the rich
editor as well as the form parameters:

o

[DNN_LABEL_USERNAME] — use this parameter to determine the location of the
“User name” label (see Figure 23)

[DNN_TEXT_USERNAME] — use this parameter to determine the location of the
user name input field (see Figure 23)

[DNN_LABEL_PASSWORD] — use this parameter to determine the location of the
“Password” label (see Figure 23)

[DNN_TEXT_PASSWORD] - use this parameter to determine the location of the
password input field (see Figure 23)

[DNN_LABEL_VERIFICATION] — use this parameter to determine the location of
the verification label. This label is displayed in case your registration is set to
‘Verified” and the user is not verified (note: to turn verification on within
DotNetNuke® go to Admin, Site Settings, Advanced Settings, and under Security
Settings check the Verified radio button). The verification email will typically include
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a verification code and/or a verification link to the login page which will pass along
information to display the verification prompt.

= Advanced Settings

In this section, you can set up more advanced settings for yvour site.

= Security Settings

¥ User Registration: ) None O Private O Public

This screenshot below demonstrates the label and textbox for verification when a user has not
been verified and is attempting to sign in (or navigates to the verification link).

Dynamic Login

Nate: the sscured system is for

authorized personal only,

Do you want to customize yvour login page?

User Name: Dwnamic Login can give you full control over the look of
|TEEtL.|EE.-r | wvour login module, by allowing you to plug in Dyvnamic
Login Tokens directhy within a rich text editor interface.
Password:
|"""'| | ® Want to use image buttons for the login module?
Verification Code: m Want to allow users to sign in with just their email
address?
» Want to optionally hide properties on the login
page such as remember me, register link, or send
[l remember Login pazsword link?
E e H m Want to make the username and password fields

on the =ame row?

SEND PASSWORD

Figure 22: Verification label and textbox

o

[DNN_TEXT_VERIFICATION] — the parameter for displaying the verification in put
field input (see figure above)

[DNN_CHECKBOX_REMEMBER_ME] — use this parameter to determine the
location of the “Remember me” checkbox which will help your users login
without the need for entering username and password each time (see Figure 24)

[DNN_LOGIN_BUTTON] - use this parameter to determine the location of the
“Login” button (see Figure 24)

[DNN_REGISTER_BUTTON] - use this parameter to determine the location of the
“Register” button (see Figure 24)

[DNN_SEND_PASSWORD_BUTTON] - use this parameter to determine the
location of the “Send password” button (see Figure 24)

[DNN_FACEBOOK] — use this token to display the Facebook Connect button (see
Figure 25)
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J “ou are here:Home = Login

[DNN_LABEL_USERNAME]

LY

Mote: Fod map now fogin using
pour email address or pour
UsErnarne,

TDNINL TEXT | ISFRNAMF1

User Mame: A vet a member? Data Sorings offers members

t [DNN_LABEL_PASSWORD] s, demonstrations,
I /g"n resource sharing access WIthin the site,
Password: /

[DNN_TEXT_PASSWORD] ere to Register.

Want to customize your login module with a customn look
[ Remember Login and feel? Check our the latest version of Dynarmic Login,

REGISTER ||

SEND PASSWORD

Figure 23: Demonstration of the form parameters

J You are herecHome  »  Login

fiote: you may now fogin using [DNN_CHECKBOX_REMEMBER_ME
pour emali address o pour
UsErname.

W

[DNN_LOGIN_BUTTON]
iffers members

premium site access to prl:u:luctfl:urums dermonstrations,
I ard cororinn chovinn snmnc s bkl the site,
Password: [DNN REGISTER BUTTONI

Reqgistration is free and easy! Click here to Reqgister,

User Name:

Want to customize your login module with 8 customn look
Repfember Lagip and feel? Check our the latest version of Dynaric Login,
[DNN_SEND_PASSWORD_BUTTON]

LOGIM :

F-EL-:
SEND PASSWOR

Figure 24: Demonstration of the form parameters

ﬁ " Username
3&& 2

Py |J)

OGIN
o

Qr... nowy make it easy with Facebook

[DNN_FACEBOOK]

Integration

Figure 25: Demonstration of the Facebook Connect button
After setting the desired parameters, click on the "Save” link in order to save the changes.
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8 MANAGING ROLE RULES

In order to start managing login rules based on user role in the system choose option “Security
Role Rules” from the main menu.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL

_—//~
£ , %

Manage Template Module Configuration Security Role Rules Security Role Group Rules
y 3 i (
“ ¢ Cn
A Y 4

User Notifications Restrict by 1P / SQL Validation Single Sign On Exit
Figure 26: Choosing option "Security role rules"
The following screen will be displayed.

Data Springs Dynamic Login Control Panel

— /} —
Manage Template Maodule Configuration Security Role Rules

Fi J

. ] |

User Motifications Restrict by IP / SCQL Validation Single Sign On

¥ |l&‘l¥du]

L

Security Role Rules allow you to redirect the user or display unigue messages to the user based on a
hostusers and can be setup setup based on priority (higher priority number means a higher priority). [
unigue priority levels such as 100, 200, 300, etc..

Role Name Url
V 4 Fegistered Users http:/fwww.registeredusers.com
y 4 Subscribers http://www.registeredusers.com
© Role: Candee’s Test Users |E|
 Urt:
Link Type:

@ URL [ ALink To An External Resource )
) Page ( A Page On Your Site )

Figure 27: Options available inside the edit role rules screen

The following information and options are available inside this screen:
o Role Name - field displaying the name of the existing role

e URL - this is the page that the user will be directed to after they login, you might want
users with a role of administrator to be sent to a different page then users who are
assigned a different role in the system
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e Priority — the priority is used to determine which page the user should be sent to. The
higher priority will determine if a user should be distributed to one URL versus another

o For example if a user has both the Administrator Role and the Module Training
role some priority needs to be defined as to which page the user should be
directed to. If you set the priority higher on the Administrator role option, the user
will be navigated to that URL instead of the Module Training role. It Is possible to
have as many role/lURL redirection rules setup as you would like, and set the
priority for each one (note: priority only makes a difference when the user has
more then one role.

e Additional Message — message displayed to the user after signing in (see Figure 28)
. & option for editing a role rule (see section 8.2)

e Adding a new Rule Role - option for adding a new role rule (see section 8.1)

Tirn, thanks Faor signing in!

Conkinue. ..

Figure 28: Message displayed to the user after signing in
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8.1 Adding a new Rule Role

The purpose of the rule role option is to allow you to define login rules based on the role the user
has been assigned to. In order to add a new rule, choose option “Security Role Rules” from the
“Control Panel”.

The lower part of that page contains options for adding a new role.

€ Role: Registered Users (=]

© Url:
Link Type:
@ URL [ ALink To An External Resource )
) Page ( A Page On Your Site )

Location: ( Enter The Address Of The Link }
hitp:ifwww . registeredusers.com
Select An Existing URL

2 Priority: 0

© Additional Message (Optional): & Editor. © Basic TextBox @ Rich Text Editor

PR SR R R R T s S LS
A9 44 2

X M (=)= E OBy

Nermal ~ Arial - 12px -

B 7 Uae == = E|=| £ £ 1= =
A Sy Apply CSS Cl. ~ (G m

Qere Tl B il ona Gl i)

Figure 29: Adding a new Security Role

The following parameters are available inside this screen:
e Role — choose the desired role this rule will be applied to
e URL - set the rule for the URL user will visit after logging in

o URL (A Link To an External Resource) — select this radio button if you want the
user to visit external resource after logging in (note: the actual URL is entered
inside the “Location” field)

o Page (A Page on Your Site) — select this radio button if you want the user to visit
a page on your website after logging in (note: the actual URL is entered inside the
“Location” field)

o File (A File on Your Site) — select this radio button if you want the user to
download or visit a file on your site

o Location: (Enter the Address of the Link) — input field for entering the URL
(http://www.address.com)
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o Select an existing link — option for selecting and managing existing links (see
section 8.1.1)

e Priority — same as above for rules but it applies to users

e Additional Message (optional) — text area for entering any additional message you want
to display to users who are assigned to specific role

After setting these parameters click on the “Update” button in order to save the changes and
complete the procedure of adding a new rule.

8.1.1 Managing existing links

In order to select and manage existing URL, click on the “Select an Existing URL” link.

¥+ Role: Reqgistered Users |E|

¥ Url:
Link Type:

@ URL (A Link To An External Resource )
) Page ( APage On Your Site )

Location: [ Enter The Address Of The Link )
hitp.fwww.registeredusers.com
[Select An Existing URL]

Figure 30: Choosing option "Select an Existing URL"

The following screen will be displayed.

¥ Role: | Adrninistrators ;l

o Url:
Link Type:

C URL{ A Link To An External Resource }
f" Page { A Page On Your Site )
" File { A File On Your Site }

Location: { Enter The Address Of The Link )
| http:f fdutch, datasprings. com ;l

Delete Selecked URL From The Lisk
add & Mew URL

Figure 31: Managing existing links

The following options are available inside this screen:
e Location — pull down menu containing existing links you can choose from

o Delete Selected URL From the List — use this option after choosing the desired link in
order to delete it from the list

e Add a New URL —use this option in order to add a new URL to the list (pull down menu)
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8.2 Editing an existing role rule

In order to edit an existing role click on this icon # next to the desired role name.

Control Panel x
Data Springs Dynamic Login Control Panel visibilty: 4
(=
Manage Template Module Configuration Security Role Rules  Security Role Group Rules
Y 5
ser Maotifications  Restrict by IP / S0QL VYalidation Single Sign On Exit

Security Role Rules allow you to redirect the user or display unique messages to the user based
on a specific security role, These security rale rules are not valid for adrmin or host users and can
be setup setup based on priority (higher priority number means a higher priority), Note: If vou are
setting up multiple security role rules, YOI MUST define unique priority levels such as 100, 200,
300, ete,..

Role Mame url Priority
adrnir 0 X
j’ Reqistered Lsers hitkp: [ v, registeredusers, com 4 x
j’ Subscribers hitkp: [ v, registeredusers, com z x
€ Role: | adrmin LI
© url:
Link Type:

& yrL { & Link To An External Resource )
. Page { A Page On Your Site )

Figure 32: Editing an existing role

The screen with the parameters set for this rule will be displayed where you can change the
desired information. Click on the “Update” button to save the changes.

Note: see section 8.1 for further information about the available parameters.
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9 MANAGING SECURITY ROLE GROUP RULES

The “Security Role Group Rules” are very similar to Role rules. The Role Group is used for
grouping i.e. organizing individual roles. In order to start setting up the groups, choose option

“Security Role Group Rules” in the “Control Panel”.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL

> 3
4 :
3 0. 4

Manage Template Module Configuration Security Role Rules Security Role Group Rules

*® E R

o

User Notifications Restrict by 1P / SQL Validation Single Sign On

e

Exit

Figure 33: Choosing the "Security Role Group Rules" option

The following screen will be displayed.

RoleGrouplame U

Priority Message
& West Coast 0
& East Coast 0
& Midwest 0
@ Role Group: East Coast =]
© url:
Link Type:
@ URL (A Link To An External Resource )
) Page ( APage On Your Site }
Location: { Enter The Address Of The Link )
hitp://f
Select An Existing URL
€ Priority: 0

* haditional Message (Optional): g o () Basic Text Box @ Rich Text Editor

[ e S e |
FERErEEE

lx’ X 1T+.E|§|E'\_"J|l

[ Paragraph St... = FontMame = Real.. -]
ENET™ = EE EEIEY
[A-&-Apmycsso...-g ]

4

Qo TncindiEE gl Bl

Figure 34: Managing Role Group Rules

The following parameters and options are available inside this screen:
. & option for editing the existing rule
o X _the option for deleting the rule

e Therest of the options are for adding the new group — see section 9.1
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9.1 Adding a New Role Group Rule

In order to start adding a new group rule, choose option “Security Role Group Rules” from the
“Control Panel”. The following page will be displayed.

© Role Group: East Coast (]

© Urt:
Link Type:
@ URL (A Link To An External Resource )
) Page ( A Page On Your Site )

Location: [ Enter The Address Of The Link )
hitpf
Select An Existing URL

€ Priority: 0

© Auditional Message (Optional): & Editar. ©) Basic Text Box @ Rich Text Editor

b o il s Ty T 0 s
3306 58189
2626 ol =1 S B Ordothy
Paragraph St.. ~ Font Mame - Real.. -

= | E == | @2

B & U ake

Ao Sy Apply CSS Cl.. ~ 5F

4

/" Design | £ HTML Words: 0 Characters: 0

Update

Figure 35: Adding a new group rule

The following options and parameters are available:
e Role Group — choose the desired role group from this pull down menu

o Note: To add roles to role groups you should go to Admin, Security Roles, and
clicking Edit within a security role. You will see that you can then set the role
group. For example you might want to put the security role ‘California’ and the
security role ‘Nevada’ into the security role group ‘West Coast’ but you might want

to put the security role ‘Missouri’ and the security role ‘Kansas’ into the “Midwest
Security Role Group’.

e URL - set the rule for the URL user will visit after logging in

o URL (A Link To an External Resource) — select this radio button if you want the

user to visit external resource after logging in (note: the actual URL is entered
inside the “Location” field)

o Page (A Page on Your Site) — select this radio button if you want the user to visit

a page on your website after logging in (note: the actual URL is entered inside the
“Location” field)
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File (A File on Your Site) — select this radio button if you want the user to

e Priority — same as above for rules but it applies to users

download or visit a file on your site

Location: (Enter the Address of the Link) — input field for entering the URL

(http://www.address.com)

Select an existing link — option for selecting and managing existing links (see

section 8.1.1)

e Additional Message (optional) — text area for entering any additional message you want

to display to users who are assigned to specific role

Edit Security Roles ~

= Basic Settings

In this section, vou can set up the basic settings for this role,

% Role Mame:

% Description:

California

Califormia

% Role Group t« Global Roles = v
€ Public Role? < (Giobal Roles =
¥ Auto Assignment? East Coast

Michwest

Advanced Settiffgs==

Update Cancel

Figure 36: Example of the role groups
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10 MANAGING USER NOTIFICATIONS

The “Dynamic Login” module allows you to setup email notifications which will be sent to you in
case the specified user(s) login. In order to start managing the user notifications, choose “User
Notifications” from the control panel.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL

, e B

k"l

Manage Template Module Configuration Security Role Rules Security Role Group Rules
t\ EE w D
— L=

User Notifications Restrict by 1P / SQL Validation Single Sign On Exit

F_igL-Jre 57: Managing the user notifications
The following page will be displayed.
First Name Last Name Send Admin Notification
s Jon Smith

© User:

¥ Additional Message: - . .
g © Editor: ) Basic Text Box @ Rich Text Editor

| Paragraph 5t.. - FontMame -~ Real.. -

| /" Design | €% HTML Words: 0 Characters: 0

% Send Admin Notification:
Update

Figure 38: Managing the user natifications

The following options and parameters are available:

o Filter Criteria — use this option to filter the user list based on the desired criteria (e.g. enter
“John” to display all users with the first name “John”)
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e User — enter the user name of the user you wish to add, e.g. johnsmith (note: you must
provide a correct username in order for the notification to work properly)

e Additional Message — use this field to display a message to the user once they sign in.
e Send Admin Notification — select this checkbox to enable the admin notification feature

o the e-mail template for this message can be setup within the module configuration
section under “Admin Notification Email Template”(see section 13.4)

Once you add the desired user and optionally enter the additional message click “Update” and the
user will be added i.e. you will start receiving notifications each time the specified user logs to the
system.

Note: The additional message is the message the user will receive upon successfully signing into
the system. The admin notification is a separate email that will notify the admin when a user has
signed in.

First Name Last Name send Admin Motification
r 4 Jon Smith
i User:
¢ Additi I M - o _ _
onatlessage % Editor. ©) Basic Text Box @ Rich Text Editor

FEFEFEES

Figure 39: User successfully added to the list
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11 RESTRICTING BY IP/SQL VALIDATION

In order to start using the options for restricting users based on IP and SQL validation, choose the
“Restrict by IP/SQL Validation” option from the control panel.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL

£ © 3 -
e r -

Manage Template Module Configuration Security Role Rules Security Role Group Rules
y 3 i (
“ ¢ Cn
A Y 4
User Notifications Restrict by 1P / SQL Validation Single Sign On Exit

Figure 40: Restricting by IP/SQL validation

The following page will be displayed.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL

»

.

Manage Template Module Configuration
User Motifications Restrict by IP / SQL Validation

RESTRICT LOGIN BY IP ACCESS
RESTRICT LOGIN BY SQL VALIDATION

Figure 41: Restricting by IP and SQL validation

The following options and parameters are available:
e Restrict Login by IP access — see section 11.1

e Restrict Login by SQL validation — see section 11.2
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11.1 Restricting Login by IP access

The “Dynamic Login” module allows you to restrict access to the portal by blocking specific IP
addresses. In order to start using this option click + next to the “Restrict Login by IP Access” label.

= RESTRICT LOGIN BY IP ACCESS

Meed to block out specific users from signing in based on their IP Address? You can block out specific
that specific IP address for all instances of Dynamic Login within all portals of the DMM installation.

P Address Description Affects All Module Instances?

194 247 199194 MNo X |#

194 247 199 195 MNo X |#

184.247 199,196 MNo X |#
[ ¥

Restricting Login by IP access
The following options and parameters are available:
¢ |IP Address —displays the restricted IP addresses
o Description — displays the reason for the restriction

o Affects All Module Instances — displays information on whether this restriction should
affect all module instances

o« X _the option for deleting the IP address from the list of blocked IP addresses, there fore
allowing access to that IP address

. *711 - the option for editing the desired entry

. H - the option for blocking an IP address (see section 11.1.1)

11.1.1 Blocking an IP address

The IP addresses are blocked by adding them to the list of restricted addresses.

= RESTRICT LOGIN BY IP ACCESS

Meed to block out specific users from signing in based on their IP Address? You can block out
that specific IP address for all instances of Dynamic Login within all portals of the DNN installa

IP Address Description Affects All Module Instances?

194 247 199194 MNo X | &
194 247 199195 No X |#
194.247.195.196 1 ¥

Figure 42: Blocking an IP address

In order to block an IP address enter the desired IP address into the “IP Address” field and click
this icon H The IP address will be blocked.

Note: you can choose to restrict the IP address from all module instances by clicking the checkbox.
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11.2 Restricting Login by SQL validation

The “Dynamic Login” feature allows you to restrict login via SQL validation. You can block out
specific users by enabling this feature and returning a query with one row/one column called
IsValid.

If the column returns '0' or 'False’ then the user will not be allowed to log in and will be presented
with the error message. Any other value will be considered valid and will allow the user to sign in.

In order to start using this option, click + next to the “Restrict Login by SQL Validation” label.

= RESTRICT LOGIN BY SQL VALIDATION

Meed to block out specific users from signing in based on a SQL query? You can block out specific users by enabling this feature and returning a ¢
called IsValid. If the column retums 0" or 'False’ then the user will not be allowed to log in and will be presented with the error message. Any other
will allow the user to sign in.

Enable SQL Validation?: [ |:|
SQL Validation Query (should return one column called IsValid): £

Validation Error Message: 7

Save

Exit Control Panel

Figure 43: Restricting Login by SQL validation

The following options and parameters are available:

e Enable SQL Validation - select the this checkbox to enable the SQL Validation for this
module instance

e SQL Valication Query (should return one column called IsValid) - Enter the query for
this validation. Parameters for the query can include the following tokens:

o $(UserlD)
o $(PortallD)
o $(IPAddress)

e Validation Error Message - enter the validation error message which will be displayed to
the restricted user

After setting the desired parameters, click “Save” to save the changes.
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12 MANAGING SINGLE SIGN ON

The “Single Sign On (SSO)” functionality allows users to login with the same login credentials
within other portals on the DNN® installation, as long as that users credentials exist in the parent
portal. This will allow users to register on a single portal and have access to any other portals
within the DNN® installation.

Additionally, once the user is authenticated within one portal their authentication will be
automatically authenticated when they navigate between portals. This will allow you to enable you
users to only login once and then continue browsing through a different portal as well without the
need to login each time.

The functionality works as a system of master and slave portals and works in both directions. In
other words, you can either replicate the user credentials from a master portal to a slave portal or
the other way around, i.e. if the user logs into slave portal he will also be able to login to the master
portal. The ability to use ‘Reverse SSO’ from the slave to master portals is an optional feature
within the Single Sign On setup.

The system will also check the security roles for the user in '"Master Portal A" and add them to any
matching security roles per name in 'Slave Portal B'.

For example: lets say that a user attempts to login on Portal B which already exists within
Portal A with the security roles, 'Registered Users', 'Subscribers', and ‘West Coast'. If these
same security roles exist (by security role name) within Portal B they will automatically be
added to these security roles within Portal B.

In order to start setting up the “Single Sign On” functionality, choose the “Single Sign on” from the
control panel.

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL

b J =

~ §
Manage Template Module Configuration Security Role Rules Security Role Group Rules
4 E L
3 : 3
\ S @ f
User Notifications Restrict by 1P/ S_QL Validation Single Sign On Exit

Figure 44: Managing Single Sign On
The following parameters and options are available:
® FEnable Single Sign On — select this checkbox to enable the “Single Sign On”

® Master portal — select the master portal from this pull down menu. The master portal is the
portal the system will attempt to authenticated the user against if they do not exist in the
current portal.

O If their authentication is valid within the master portal, the system will automatically
add them as a valid user for the current portal

O If their authentication is valid within the master portal the user will also be added to
any security roles that they have to the new portal. The roles they are added to,
are based on the ‘Role Name’. For example, if they have a role called ‘West Coast’
within the master portal (and the user is part of this role) and a role called ‘West
Coast’ within the current portal. The user will be added to the ‘West Coast’ role
within the child portal.

e Add user to parent portal if user logs in and is not part of parent portal (Reverse
SSO) - select this checkbox if you wish to add the logged user to the parent portal if they
do not exist within the parent portal and they login in successfully within the current portal.
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e Sync User Roles from Parent Portal for each Login? - select this option if you would
like the user security roles to always be synced with the master portal. If this feature is not
enabled then the roles will only initially be added for the user on the child portal for the very
first login. When this feature is enabled the roles will be synced from the master portal for
each and every login.

After setting the desired parameters, click on the “Save” link to save the changes.
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13 MANAGING MODULE CONFIGURATION

In order to start managing the module settings, choose option “Settings” from the main menu.

’ 4

¢

Manage Template

%

User Notifications

DATA SPRINGS DYNAMIC LOGIN CONTROL PANEL

,

Module Configuration

Restrict by 1P / SQL Validation

 nd

Security Role Rules

Single Sign On

-

Security Role Group Rules

¢

Exit

Figure 45: Choosing option "Module Configuration”

The following screen will be displayed.

GENERAL SETTINGS

BUTTON TYPE

FORCE PROFILE CHANGE / PASSWORD UPDATE PAGES

LOGIN TEMPLATE STYLESHEET

EXECUTE SQL QUERY

FACEBOOK CONNECT INTEGRATION

TWITTER CONNECT INTEGRATION

LINKEDIN CONNECT INTEGRATION

Figure 46: Choosing option "Dynamic Login Settings"

The following options are available:

e General Settings — see section 13.1

e Button Type — see section 13.2

e Force Profile Change/Password Update Pages — see section 13.3

e Login Template Stylesheet — see section 13.4

e Execute SQL Query — see section 13.5

e Facebook Connect Integration — see section 13.6

e Twitter Connect Integration — see section 13.7

e Linked in Connect Integration — see section 13.8
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13.1 Managing the General Settings

In order to start managing the general module settings, click the plus sign next to the “General

Settings” label.

B GENERAL SETTINGS

Default Redirect Link: [ Link Type:
@ URL { A Link To An External Resource )
) Page ( A Page On Your Site )
Location: { Enter The Address Of The Link )
http:/f Select An Existing URL

Admin Notification Email Template: [ §lgerlamet signed on $Date$

Override user and role redirection rules and always redirect to previous URL: [ =]

Enable first time login message?: [ [
First time login message?: [0
Allow user to login with their email address: (7] |:|
Allow user to login with their User ID (separate from UserName): @ |:|
Keep user on same page as Dynamic Login module: @ |:|
Default Remember Me feature to true.: [ [
Do not set focus to username field upon load?: [ 0|
Show background image for textbox fields: @ D
Username Watermark: (L]
Password Watermark: [
Hide Quick Menu (global setting): [ [

Figure 47: Managing the general settings

The following parameters are available inside the first part of the screen:

Default Redirect Link — set the desired option for default redirect link

(0]

URL (A Link To an External Resource) — select this radio button if you want the
user to visit external resource after logging in (note: the actual URL is entered
inside the “Location” field)

Page (A Page on Your Site) — select this radio button if you want the user to visit
a page on your website after logging in (note: the actual URL is entered inside the
“Location” field)

File (A File on Your Site) — select this radio button if you want the user to
download or visit a file on your site

Location: (Enter the Address of the Link) — input field for entering the URL
(http://www.address.com)

Select an existing link — option for selecting and managing existing links (see
section 8.1.1)

Admin Notification Email Template — this is the template for the email message that you
as an administrator will receive when a user signs in; this email message is sent when the
checkbox “send notification” is selected (see section 6)

Override user and role redirection rules and always redirect to previous URL — select
this option if you wish to override any user or role redirection rules which apply to the users
and always redirect them to the previous URL
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e Enable first time login message - this setting will enable the message to the user the
very first time they sign onto the system; this message will only be displayed in case the
user has never signed on before

e First time login message — enter the text for the message the user will see the very first
time they sign onto the system; you can use the tokens %Date%, %FirstName%, and
%LastName% to customize the message per user

e Allow user to login with their email address — select this option if you wish to allow your
users to use their email address as a username during the login

e Allow user to login with their User ID (separate from UserName) — select this option if
you wish to allow your users to use their ID as a username during the login

o Note: the UserID field is an integer (auto number) that is generated when a
username is created.

o Example: In some implementations you might want to simply send the user their
UserID to login instead of having to remember their username. Often these
implementations might be used in conjunction with another module such as
Dynamic Registration to possibly allow the user to submit their information and
receive a ‘Ticket ID’ or ‘Claim ID’ to login with which is actually their UserID.

e Keep user on same page as Dynamic Login module - this setting will keep the user on
the same page as the Dynamic Login module; this page is useful when you want to include
the login module on pages throughout your site forcing the user to click on the login link
button

e Default Remember Me feature to true — select if you would like to enable the “Remember
Me” checkbox to be defaulted to a value of true or initially checked when he user navigated
to login page

¢ Do not set focus to username field upon load - If this setting is enabled the login form
will not initially set the focus to the username textbox when the module loads

e Show background image for textbox fields - select this checkbox if you would like a
background image to appear for fields such as username, password, and verification code;
this setting will simply use an alternate CSS class when rendering these controls

e Username Watermark — enter the text which will be displayed within the username field
before the user enters any values

e Password Watermark — enter the text which will be displayed within the password field
before the user enters any values

e Hide Quick Menu (Global Setting) - select this option if you would like to hide the quick
menu control panel for admin users on the user-facing page; this is a global setting which
will hide the quick menu for all module instances within the entire web site
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13.2 Setting the Button Type

In order to start setting the desired button type, click the plus sign next to the “Button Type” label.
The following page will be displayed.

= BUTTON TYPE

Input Button Type: ] | ink Buttons -
Default Login Image Link: [ Link Type:
@ URL { ALink To An External Resource )

) File { AFile On Your Site )
Location: { Enter The Address Of The Link )

http:ff Select An Existing URL

Default Register Image Link: £ Link Type:
@ URL { A Link To An External Resource )

© File { A File On Your Site )
Location: { Enter The Address Of The Link )

http:ff Select An Existing URL

Default Password Reminder Image Link: [ Link Type:

@ URL { A Link To An External Resource )

(@] File ( A File On Your Site )
Location: { Enter The Address Of The Link )

http:ff Select An Existing URL

Figure 48: Setting the button type

The following options and parameters are available:

Input Button Type — choose the desired button type for this module instance; this can
either be a link button, image button or standard HTML buttons

Default Login Image Link — use this option to select the desired image you wish to use as
a login link (see image below); you can either choose the file which has already been
uploaded from the File Name pull down menu or use the Upload New File option to
upload a new file from your PC

Default Register Image Link - use this option to select the desired image you wish to use
as a Register link (see image below); you can either choose the file which has already
been uploaded from the File Name pull down menu or use the Upload New File option to
upload a new file from your PC

Default Password Reminder Image Link - use this option to select the desired image you
wish to use as a Reminder link (see image below); you can either choose the file which
has already been uploaded from the File Name pull down menu or use the Upload New
File option to upload a new file from your PC
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13.3 Forcing Profile Change/Password Update Pages

In order to start managing this setting, click the plus sign next to the “Force Profile
Change/Password Update Pages” label. The following page will be displayed.

= FORCE PROFILE CHANGE / PASSWORD UPDATE PAGES

Redirect page for invalid profile (required fields missing): [ Link Type:
@ URL { ALink To An External Resource )

© Page ( A Page On Your Site )
Location: { Enter The Address Of The Link )
http:/f
Select An Existing URL

Redirect page for password change (if Admin has selected to force the user to change their =] Link Type:

d.): =
password.) @ URL ( A Link To An External Resource )

8] Page ( A Page On Your Site )
Location: { Enter The Address Of The Link )
http:/f
Select An Existing URL

Figure 49: Forcing Profile Change/Password Update Pages

The following options are available:

Redirect page for invalid profile (required fields missing) — this setting will determine
the page the user will be redirected to if their profile is not valid. In order to enable this
setting you must also select to require a valid profile within the DNN Core System. You can
complete this task under Admin, User Accounts, User Settings for the setting to require a
valid profile for login. This page should redirect to a page such as Dynamic Registration
that can allow the user to complete fields that are marked as required for their profile to be
valid. Required fields for their profile are setup and defined under Admin, User Accounts,
Manage Profile Properties.

Redirect page for password change (if Admin has selected to force the user to
change their password) - this setting will allow the user to login using their User ID. The
UserID is a number assigned to each user created within the DNN portal and is separate
from their UserName.
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13.4 Managing the Login Template Stylesheet

In order to start managing the login template stylesheet, click the plus sign next to the “Login
Template Stylesheet” label. The following page will be displayed.

= LOGIN TEMPLATE STYLESHEET

/¥ DATR SPRINGS Inc. - DYHRMIC LOGIN STYLE SHEET #/

[ »

m

DynamicLogin UserName |
width: 150p=:

.Dynamiglogin Password
width: 150px;:

}

.DynamicLogin UserNameWBackground {
height:24pH;
mergin-bottom: 0px;
overflow:ihidden;
Figure 50: Managing the Login Template Stylesheet

Use this text area to modify the stylesheet and click “Save Settings” to save the changes.
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13.5 Executing an SQL Query

In order to start defining the custom SQL query, click the plus sign next to the “Execute SQL
Query” label. The following page will be displayed.

= EXECUTE SQL QUERY

Enter a SQL statement that will be executed at the time of login. Valid tokens can include §(UserlD), $(PortallD), and §(IPAddress).
SQL Query: [

Figure 51: Executing an SQL Query

Use the “SQL Query” text area to specify the SQL query which should be executed at the time of
loign. The following tokens can be used:
e $(UserID)

e $(PortalID)
e $(IPAddress

13.6 Facebook Connect Integration

In order to setup the Facebook Connect Integration click Module configuration within the Control
panel and then click + symbol under Facebook Connect Integration.

g FACEBOOK CONNECT INTEGRATION

FACEBOOK GENERAL SETTINGS
FACEBOOK WALL POST

Figure 52: Available Facebook Connect options

The following options are available:
e Facebook General Settings — see section 13.6.1

e Facebook Wall Post— see section 13.6.1.1

Page: 43 /54



Dynamic Login 4.1 User Guide

13.6.1 Managing General Facebook Connect Settings

In order to start managing the general Facebook Connect settings, click the + symbol next to that
label and the page will display all available options.

= FACEBOOK GENERAL SETTINGS

Authenticate user account with matching email address.:

Silent Post (Dynamic Forms/ Registration URL).:

Facebook APPID: [
Facebook App Key.:
Facebook APP Secret:

BEE

User Creation Type: L = pone / Silent Post / Redirect to Thank You ©) Facebook UseriD

(©) Facebook EmailAddress
Redirect / Thank you page.:

Username Prefix:
[

- Select DotNetNuke Field - -
- Select DotNEtMuke Field - -

Store UserlD in Alternate Field:

Store User Creation Status in Alternate Field:

EDEEBEE

Extended Permissions:

QAuth 2.0 Page Type: F'ClpUp Page -

Alternate Image:

Submit HTTP Post: None -

D EE

Silent Post Details: [

Figure 53: Managing General Facebook Connect Settings

The following options and parameters are available:

Facebook APP ID - enter your Facebook APP ID, which can be retrieved from
http://developers.facebook.com

Facebook App Key - enter your Facebook APP Key which can be retrieved from
http://developers.facebook.com

Facebook APP Secret - enter your Facebook APP Secret. This APP Secret can be
retrieved from http://developers.facebook.com

o Notes:

= Please reference this exact page for creating your application initially:
http://www.facebook.com/developers/apps.php

= You will need to click ‘Set Up New App’ to start.

= During the wizard you should enter the domain name correctly and once
you click Save you will receive your ApplID, App Key and App Secret.

= You can name the application whatever you want i.e. “Your-Company-
name Authentication Tool” or similar; it does not have to be called
“Dynamic Login Connect” . This is setup and defined whenever you create
the initial application at developers.facebook.com and you define your
application name and will be present when it posts to the user is prompted
for login, and the application posts to the users Facebook wall.

User Creation Type — choose the method for creating Facebook authenticated users.
Users can either be created based on their Facebook UserlID or with their email address as
their username.

Redirect / Thank you page - enter the URL the user will be taken too if you choose 'None'
as the user registration method.

o Note: the user will only be taken to this page if “None” is selected and if the users
credentials don't match a valid login. In this case you might consider using a
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feature such as the Silent Post to post details to Dynamic Registration to create
the user instead of creating the user through this integration

e Username Prefix - enter a prefix in case you wish to add it to each user created via
Facebook Connect or OAuth integration (note: this can help you differentiate these users
from all other users in the system).

e Authenticate user account with matching email address - select this option if you
would like to authenticate and match user’'s Facebook account with his DotNetNuke User
Account based on their email address

e Store UserID in Alternate Field - select a DotNetNuke profile field for storing the
Facebook UserlD

o Note: this can be useful if you are creating the username based on the email
address but would still like to have access to the Facebook UserID field for the
future

e Store User Creation Status in Alternate Field - select a DotNetNuke profile field which
for storing information on how the user was created (i.e. Facebook Connect, or Facebook
0Auth). This feature can help you identify users created via the Facebook Integration

o Note: when implemented this feature will store a value of “FacebookUser” to the
profile field (in future versions this will also be a feature that can be used for other
authentication systems such as “Twitter” etc)

¢ Extended Permissions - Initially the parameters requested are for basic information
including the users email address. You can optionally request additional information by
passing in additional parameters in a comma separated list without spaces. The list of
extended permissions is located at
http://developers.facebook.com/docs/authentication/permissions/

e Example: user_about_me,user_birthday,user_likes.

o Note: This can be useful if you are using this same application ID within other
modules that might showcase these extended permissions.

e OAuth 2.0 Page Type - select the page type for the OAuth 2.0 authentication integration.
This can include either a redirect page or a pop up page

e Alternate Image - please enter the name of an alternate image for the Facebook
connection button.

o Important note: this image must be located in the /desktopmodules/dynamic
login/images directory

o Several alternate images are already included within the Dynamic Login
installation — these include facebook1.gif, facebook?2.gif, facebook3.gif,
facebook4.gif. You can demo what these look like here:

= Default Image
= Facebookl.qgif
= Facebook?2.qgif
= Facebook3.qgif

= Facebook4.qgif

= Add your own! Just copy a file into the /images folder as noted above and
reference it within this property.

e Submit HTTP Post - select the desired option for submitting an HTTP post among the
following:

o Creating User Only — choose this option to submit an HTTP post only in the case
the user has been created

o Signing in User Only— choose this option to submit an HTTP post only in the
case the user has signed in
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o Creating User and Signing in User — choose to submit an HTTP post in case the
user has been created and has signed in

= Note: An HTTP Post can be sent to any page/module but there are direct
integration options with Dynamic Forms and Dynamic Registration

e Silent Post (Dynamic Forms/ Registration URL) - select the URL that you would like to
post the Facebook account details to. This allows for the integration with Data Springs
Dynamic Registration or Dynamic Forms module which can accept a silent post and
process the registration and/or completion events there

e Silent Post Details - select the URL that you would like to post the Facebook account
details to. This allows for the integration with Data Springs Dynamic Registration module
which can accept registration data via a silent post and process the registration there

e Note:

o Please check our site for recent blog posts and forum posts related to examples of
silent posts. Soon we will be posting blogs on how to use the silent post with
Dynamic Registration, Opt In Email, Dynamic Forms etc
http://www.datasprings.com/news/blog

o You can also read our blog post Receive Dynamic Forms / Dynamic Registration
Silent HTTP Posts
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13.6.1.1 Managing Facebook Wall Post Settings

In order to start managing the Facebook Wall Post settings, click the + symbol next to that label
and the page will display all available options.

= FACEBOOK WALL POST

Post meszage to users wall?: |:|

Wall Post days delay check (0 for always): 7|

E

Wall Post Title:

Wall Post Meszage: [

Wall Post Link: [

Wall Post Image: [

Figure 54: Managing Facebook Wall Post Settings

The following options and parameters are available:

Post message to user’s wall? — select to enable posting to user’s wall

Wall Post days delay check (0 for always) - enter the desired time out during which the
module should ignore the fact that the user signed in i.e. not post information on their wall

o For example

= |f you put 30, the module will post to the wall the first time and then wait for
30 days before posting the information again

= If you enter O the module will post to the wall each time the user is logged

Wall Post Title - enter the title for the wall post; this will be the title of the Facebook wall
post when a user signs in through Facebook Integration

Wall Post Message - enter the message for the wall post; this will be the message of the
Facebook wall post when a user signs in through the Facebook Integration

Wall Post Link — enter the URL or link for the wall post; this link should be the full path
starting with http://. The link would normally be the web site that the user is signing in from

Wall Post Image - select if you would like to post an image to the user’s wall; this image
will render to their Facebook wall each time they sign into your web site.
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13.6.1.2 Facebook Connect from your Users’ Perspective

This section will describe and illustrate using of Facebook Connect as seen by your users. The first
step for your users is clicking the Connect button/image.

Quick login...

ﬁ 2 Usemame
o 21 A DaraSipames
1controls and | OG |H

2

Q... nov make it easy with Facebook
Inteqration

llection and get a

Figure 55: Facebook Connect as Seen by Your Users (1/4)

f\-) (Ll L1 L]l

¢ Note: you can specify an alternate image for the connect button by using the Alternate
Image parameter

Once you users click Connect, the permission request window will be displayed.

) Request for Permission - Mozilla Firefox -0 x|

m htkps: ) frsana, Faceboak, com)fdialog)permissions. requestfapi_key=124433954291 921 &:app_id=124433% ’i:f

f Request for Permission

IDynamic Login Connect Is requesting permission ko da the Following:

Access my basic information Bara S

Includes name, profile picture, gender, netwarks, user I, lisk of
friends, and any other information I've shared with everyone,

% Send me email
[rnammic Login Conneck may email me directh at
moobarack@agrnail.com - Change

Post to my wWall

Dwnamic Login Connect may post status messages, notes, photos,
and videos ko niy Wall

Dynamic Login
Conneck

Repatt App

Logoed in as John Smith (Mok You?) m Don't Allow
| Done E s

Figure 56: Facebook Connect as Seen by Your Users (2/4)

The upper left corner displays the name of the module i.e. Dynamic Login Connect (note: you
can set a custom name). After your users click Allow, they will automatically be logged in into your
site.
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John Smith | Logowt | Contact 4

Support + PResources~ News -

rms is & must for your sitel
Figure 57: Facebook Connect as Seen by Your Users (3/4)

Also, in case you have enabled this feature, information about this will be posted to their wall (see
13.6.1.1).

John Smith

I just signed into www.datasprings.com, a great resource for DotMethfuke
Modules, SharePoint Webparts, and Mobile software and development. Check it
out. —- via Data Springs Dynamic Login

ﬂqr@m Signed into www.datasprings.com

Gever Wheos. Mbwas Flowing® V00, DS taSPriNGS. com

Data Springs offers award winning DotMetMuke Modules, DMNM
Modules, Microsoft Sharepoint Web Parts, MOSS Web Parts,
and other portal related development, We have award
winning medules such as Dynamic Forms, Dynamic
Reqgistration, and Opt In Email.

March 8 at -’::—?:--*'l'.'e Dynamic Login Connect | Like * Comment

Figure 58: Facebook Connect as Seen by Your Users (4/4)

Below is the screenshot which illustrates how the whole post has been setup in the backend.

= FACEBOOK WALL POST

Post message to users wall?:

Wall Post days delay check (0 for always): 7] 30

Wall Post Title: [£J Signed intc www.datasprings.com

Wall Post Message: [ 1 just signed www.datasprings.com, a great resource
for DotHukeNet Modules, ShareFoint Webparts, and
Mobile software...

Wall Post Link: [ http:/fwww.datasprings.com

Wall Post Image: [ http:ffwww. datasprings.comiPortals/C

Figure 59: The way the wall post has been setup
Notes:

e The “l just singed into...” text is specified using the Wall Post Message parameter

e The bottom of the post shows the name of the module used for posting the information
which is Dynamic Login Connect.
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13.7 Setting up the Twitter Connect Integration

In order to setup the Twitter Connect Integration click Module configuration within the Control
panel and then click + symbol under Twitter Connect Integration.

= TWITTER CONNECT INTEGRATION

Twitter Consumer Key: (7}
Twitter Consumer Secret: [

User Creation Type: & *) Twitter UserlD © Twitter Screen Name

Username Prefix: []
Store UserlD in Alternate Field: [] 2alect DotNEtNuke Field -
Store User Creation Status in Alternate Field: [0] _ Select DotNetMuke Field - -

OAuth 2.0 Page Type: [ FopUp Page ~

Post Tweet message to user?: D

Tweet Message: [

Figure 60: Setting up the Twitter Connect Integration

The following parameters are available:

Twitter Consumer Key - please enter your TwitterConsumer Key. This Consumer Key can
be retrieved from https://dev.twitter.com.

Twitter Consumer Secret - please enter your TwitterConsumer Secret. This Consumer
Secret can be retrieved from https://dev.twitter.com. Please review the documentation on
www.datasprings.com for more information.

User Creation Type - select how you would like Twitter authenticated users created.
Users can either be created based on their Twitter UserID or they can be created with their
screen name as their username.

User Prefix - enter a prefix if you want the username to include a prefix for each user
created via Twitter Connect or OAuth integration.

Store UserID in Alternate Field - select a DotNetNuke profile field that you would like the
Twitter UserlD stored in. This can be useful if you are creating the username based on the
email address but would still like to have access to the Twitter UserlD field for the future.

Store User Creation Status in Alternate Field - select a DotNetNuke profile field that you
would like to store how the user was created (i.e Twitter Connect, or Twitter oAuth). This
feature can help you identify users created via the Twitter Integration.

OAuth 2.0 Page Type - select the page type for the OAuth 2.0 authentication integration.
This can include either a redirect page or a pop up page.

Post Tweet message to user — select if you wish to post a tweet to the user (enter the
message in the field below)

Tweet Message — please enter the message for the tweet post. This will be the message
of the Twitter tweet post when a user signs in through the Twitter Integration.
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13.8 Setting up the Linked in Connect Integration

In order to setup the Twitter Connect Integration click Module configuration within the Control
panel and then click + symbol under Linked in Connect Integration.

= LINKEDIN CONNECT INTEGRATION

Linkedin AP Key: L

Linkedin Secret Key: [
Username Prefix: [
Store UserlD in Alternate Field: £ _ gglact DotNEtNuke Field - «
Store User Creation Status in Alternate Field: ] Select DotMetMuke Field -
OAuth 2.0 Page Type: 7] PDpUp Pﬂge -
Post Status message to user?: |:|
Post Message: [

Save Settings
Figure 61: Setting up the Linked in Connect Integration
The following parameters are available:

e Linkedin API Key - please enter your Linkedin API Key. This APl Key can be retrieved
from http://developer.linkedin.com/. Please review the documentation on
www.datasprings.com for more information.

e Linked Secret Key - please enter your Linkedin Secret Key. ThisSecret Key can be
retrieved from http://developer.linkedin.com/. Please review the documentation on
www.datasprings.com for more information.

o Username Prefix - enter a prefix if you want the username to include a prefix for each user
created via Linkedin Connect or OAuth integration.

e Store UserlD in Alternate Field - select a DotNetNuke profile field that you would like the
Linkedin UserID stored in. This can be useful if you are creating the username based on
the email address but would still like to have access to the Linkedin UserID field for the
future.

e Store User Creation Status in Alternate Field - select a DotNetNuke profile field that you
would like to store how the user was created (i.e Linkedin Connect, or Linkedin oAuth).
This feature can help you identify users created via the Linkedin Integration.

e OAuth 2.0 Page Type - select the page type for the OAuth 2.0 authentication integration.
This can include either a redirect page or a pop up page.

e Post Status message to user — select if you wish to enable posting of the status message
to the user

e Post Message - please enter the message for the user status post. This will be the
message of the Linkedin user status post when a user signs in through the Linkedin
Integration.
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14 AUTO SIGN-IN FEATURE

The Auth Sign In feature is a new feature which listens for URL querystring parameters or a form
post/http form post which will pass the user’s information and direct them to a page of your choice
by also signing them in without their knowledge.

14.1 Instructions for setting up Auto Sign in

Please follow these steps to setup the auto sign-in:
e Pass the login page the querystring parameter “autosignin” with a value of “True”

e Optionally pass the login page the querystring parameter of signintype. This value should
be “Form” or “Querystring” and if left blank then the module will default to “Querystring”.

e Depending in of the sign in type if “Form” or “Querystring” the users credentials should be
passed via the form or querystring variables as “username” and “password”

e This feature allows you to setup other modules that might be able to pass along the sign in
credentials to allow the user to be signed into the portal, and/or also something as simple
as creating sign in link for users where they can click on the link directly and sign into the
portal.
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15 DROPDOWN LOGIN INTEGRATION SKIN OBJECT

This simple jQuery skin object allows the ability for the user to sign in without being forced to
another login page, while also refreshing the current page the user is on after they are
authenticated.

This skin object can be included in any skin and is completely controlled via CSS. Check out some
different and unique styles that you could setup to easily control the look of DropDown Login.

ISearch... _Lugin " Register Friday,

User Mame
Fassword

I Remember Login
Reqister

Forgok Password?

Figure 62: Example 1

Loginix;

ser Mame Products Dk Sk

FPassword

et I Remember Lu:-gi_n

he S REnskEr
C2  Forook Passwordy?

Figure 63: Example 2

15.1 Instructions on implementing this feature

Detailed instructions for implementing this feature can be found here on pages 3 and 4 of the Drop
Down Login User Guide (PDF).
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16 DELETING DYNAMIC LOGIN MODULE

In order to delete “Dynamic Login” module instance, choose option Delete from the main menu.
| & Manage F—DGIN
Edit

& Control Panel # Dynamic Login User Guide

#| Dynamic Login License

Admin
7| Help "\ View Source ﬁ Settings
I Delete 3) Refresh

Figure 64: Deleting Dynamic Login (step 1/2)

The following screen will be displayed.

Are You Sure You Wish To Delete This Module ?

(8] 4 Cancel

Figure 65: Deleting Dynamic Login (step 2/2)

Click on the OK button and the module will be deleted.
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